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Conference Schedule

Conference Site: Grand Gongda Jianguo Hotel (T KZE1)E)

09:00 i .
| Registration and Welcome Reception
Venue: Lobby (1F) —
17:00 y 1F) —#&XT
08:30 i
| Registration and Welcome Reception
Venue: Lobby (1F) —
12:30 y 1F) —#&XT

08:30
Opening
| Venue: Grand Ballroom(3F) =HELT
09:00
09:00 Invited Keynote Speech I — Prof. Wen Gao, a Member of Chinese Academy
| of Engineering, and a Fellow of IEEE. Perking University, China.
10:00 Title: Challenges to Video Surveillance System
10:00
| Coffee Break
10:30
10:30 Invited Keynote Speech II — Prof. Toannis Pitas, IEEE Fellow. Aristotle
| University of Thessaloniki, Greece.
11:30 Title: Human activity recognition for video content analysis and description.
11:30 Invited Keynote Speech V — Prof. Wan-Chi Siu, IEEE Fellow. Hong Kong
Polytechnic University, Hong Kong.
12130 Title: Challenges on Video Surveillance under Quality Expectations and Big
Data Environment.
13:30
|
15:45
15:45
| Coffee Break
16:00
16:00
|
18:45




08:30-12:00 Venue: Grand Ballroom (3F)
08:30 Invited Keynote Speech IV — Prof. Patrizio Campisi, Dept. of Applied
| Electronics at the Universita degli Studi "Roma TRE", Italy.
09:30 Title: PassBrain: can brain waves be used fo recognize people.
09:30 Invited Keynote Speech III — Prof. Qionghai Dai, Tsinghua University,
| China.
10:30 Title: Ulira-fast Lens-less Computational Imaging.
10:30
| Coffee Break
11:00
11:00 Invited Keynote Speech VI — Prof. Sin-Horng Chen, National Chiao Tung
University, Taiwan.
12100 Title: Mandarin Speech Prosody Modeling and its Applications to ASR and
TTS.
13:00
|
15:25
15:25
| Coffee Break and Post Session
15:40
15:30
|
17:50
18:00
| Banquet
20:00
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IIH-MSP-2013-1S05 Signal Processing and System
Design for Intelligent LED Street Light

Session Chairs:

Dr. Ming-Hwa Sheu, National Yunlin University of Science & Technology,
Taiwan

ITHMSP-2013-1S05-01
Estimation of Chromaticity Coordinates for LEDs Array by Modulation of Red or

Yellow LEDs with Artificial Neural Network
Hsi-Chao Chen, Wei-Jhe Chen, and Yang Zhou

ITHMSP-2013-IS05-02

The Chromaticity Shift of White-LED Light Sources Passing through Fog
Chiu-Chung Yang, Chien-Sheng Huang, Ching-Huang Lin, Chien-Yue Chen,
and Shao-Ciang Gan



ITHMSP-2013-1IS05-03
The Investigation on Physiological Influences and the Working Efficiencies of Several

Lighting in Market
Chien-Yue Chen, Ming-Da Ke, Jeng-Han Wu, and Pei-Jung Wi

ITHMSP-2013-1S05-04
Multi-channel LED Driver with PWM Dimming and Temperature Self-Protection

Shih-Chang Hsia, Jyun-Jia Ciou, and Sheng-Yueh Lai

ITHMSP-2013-IS05-05
Fast Image Blending and Deghosting for Panoramic Video
Chen-Hong Yuan, Jeng-Shyang Pan, Ming-Hwa Sheu, and Tzu-Hsiung Chen

ITHMSP-2013-1S05-06
A Computation Efficiency AND-CFAR for FMCW Radar Recerver

Ho-En Liao, Guan-Yu Lin, Ming-Hwa Sheu, Siang-Min Siao, and Sin-Siang Wan

ITHMSP-2013-1S22-05
Building a Self-Organizing Phishing Model Based upon Dynamic EMCUD

Shian-Shyong Tseng, Ching-Heng Ku, Ai-Chin Lu, Yuh-Jye Wang, and Guang-Gang
Geng
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A Collective Intelligence Approach to Detecting IDN Phishing

SHIAN-SHYONG TSENG'”, AI-CHIN LU", CHING-HENG KU’, GUANG-GANG GENG’
'Dept. of Applied Informatics and Multimedia. Asia University. Taichung. Taiwan
*Taiwan Network Information Center, Taipei. Taiwan
*China Internet Network Information Center. Computer Network Information Center.
Chinese Academy of Sciences. Beijing. China
{sstseng. aclu, chku}@twnic.net.tw, gengguanggang(@ecnnic.cn

In recent vears, with the rapid growth of the Internet applications and services, phishing becomes one of the most severe
threats on the Infernet. The advent of infemationalized domain name (IDN) has ntroduced a new threat with the non-English
character sets allowing visual mimicry of commeon domain names.

The IDN homograph attack is a way that a malicious party may deceive conmputer users. especially, in the Chinese domain
name related to the Chinese-homograph, denoting a group of different Chinese characters within the similar shape but
different meanings, and the Chinese synonyms, denoting a group of the different words or phrases within the same meaning
as another. Both of them can easily cause user confusion, resulting in the possibility of the phishing, for example, “#7 v.s.

Our idea is to apply the collective intelligence approach to construct a Chinese-homograph and Chinese synonym database
by Internet crowd collectively, so that the IDN phishing can be easily detected by consulting the database. A website is
created to collect the Chinese-homograph and Chinese synonyms that include abbreviations and reversed words. Besides, the
data validation has also been implemented by the crowdvoting method to increase the trustworthiness of our database.

By our approach, the detection of Chinese IDN phishing consists of three stages: suspect detection, website checking. and
confirmation of phishing website. In the experimental result, the database is efficiently and effectively constructed, where
881 items of the Chinese-homograph and 3552 items of the Chinese synonyms have been created. In the future, the database

will be used in the Internet browser or email client to achieve Chinese-homograph identification or blocking.

Key-Words: - Collective intelligence, IDN, Phishing Chinese-Homograph, Chinese Synonym

1. Introduction

1.1 Background and Motivation

Phishing refers to the aftacker's use of deceptive e-mail and
web site for fraud The wictims often divulge their personal
information and financial data, mcluding the technical data.
personal confact. e-mail. bank account mumber, password, efc.
The mformation is used for future target advertisements or theft
attacks (e.g.. transfer money from victims' bank account) [1].
According to the report of Anfi-phishing Working Group
(APWG) [2]. most phishing occurs on hacked or compromised
web servers. In 2012, Anti-Pleshing Alliance of China (APAC)
[3] handled 24.535 phishing websites, where the distribution of
phishing websites remains mainly n payment/transaction
finance/securities and media/comnmnication websifes or pages.

The approval of the Infernationalized Domain Name (IDIN)
country code Top-Level Domain (ecTLD ) Fast Track Process[4]
by the ICANN Board in October 2009 enabled countries and
terntories to submut requests to ICANN for IDN ccTLDs
representing their respective country or ferritory names in scripts.
such as Arabic. Chinese, BEussian. efc.. other than US-ASCII
characters. These are the domain names that contain one or more
characters that do not belong to a Latin-based western language.

Contact: Ching-Heng Eu, Taiwan Network Information Center,
4F-2. No.9, Roosevelt Road, Sec.2, Taipei, Taiwan, Tel:
+886-2-2341-1313. Faxx  +886-2-23968871., Email:
chim@twnic net tw

Therefore, the IDN-enabled web application which may confain
Chinese words displaved in the browser can benefit Chinese
people to access the Internet.

Unfortunately, the IDN-based phishings are developed and
deployed to aftack the websites involving IDNs. In October 2009,
Symantec [5] observed 10 phishing websites that contained IDNs.
Anyone of these phishing Web sites was leveraging international
characters resembling ASCII characters to spoof a western
brand’s domain name. Besides, the IDN homograph attack [6]
becomes a new way to deceive computer users. Especially, in the
Chinese domain name. the Chinese-homograph, that is a group of
different Chinese characters within the similar shape but different
meanings. and the Chinese synonyms, that is defined as a group
of the different word or phrase within the same meaning as
another, can easily cause user confusion, resulting in the increase
of the possibility of phishing: for example, the Chinese character
T ovs, CERT. CET vs, “FT) " vs, “F7. etc. This kind of
potential threat is difficult to be resolved.

In this study, a Chinese-homograph and Chinese synonym
database for IDN is proposed to cope with the above issue, so
that the threat of the homograph attack can be easily detected by
consulting the database. However, the constmuction and
maintenance of the database needs a lot of experts and users to
contribute their lmman expertise and user’s experience, where
the more people patticipate the more it can identify confusing
words. Hence, the idea of this paper is to use the collective
intelligence approach [6-7] to construct the Chinese-homograph
and Chinese synonvm (including abbreviations and reversed
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